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—  Perform audit pages 8 —9
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Step 1: Configure Audit < < Previous [ Next>» |
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Select excel file open icon to open and configure audit parameters.

This data in this file can be changed to reflect your own infrastructure, lines of business, geography, organisation etc.
Please do not change the format of the excel file as this needs to remain constant in order for Gander to read the data.
You can have several different files here as long as you use the format from the sampleinfrastructure.xls file as a template.
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Gander v1.0 alpha
File Admin Reports Help

Step 1: Configure Audit << Previous

& i H A RN

|:| Servers Company Detailsﬂ Model \u'iew\

[ Lines of Business N R
[ Environments i o =
L] Locations CoAudit Ltd
[]Persans
[Opacr Business
Hardware
Consulting
Technical Support
Mame Phone Mumber E-Mail Employee Type Reports To
Fhilip Healy 5554445 philip@sample.coaudit.com  Admin Bill Daly
Bill Daly 12345 bill @sample. coaudit.com Manager Sarah Powell
David Power 5345998 david@sample.cozudit.com  Admin
Sarah Powell 45678 sarah@sample.coaudit.com  CEQ
Jim Orwin 54321 Jim@sample, coaudit, com Manager
Theresa O Connor 23432 theresa@sample.coaudit.... COO
James Kennedy 223332 james@sample.coaudit.com  Admin Bill Daly
MName Address
Ballsbridge Dublin, Ireland
Times Square Mew York, NY
The City London, England
Dept. Mame Location Manager Name
Dublin Office Balisbridge Bill Daly L3
Sales Office The City Bill Daly
Accounts Times Sguare Jim Orwin
R&D Times Square Sarah Powell
Machine System Type Version Department Line of Business Environment
lin 1. private. orionam.com LINUIX Fedora Core 6 Dublin Office Hardware PRODUCTION
lin2.private. orionam.com LINUX Debian Dublin Office Consulting TEST
lin3.private. orionam.com LINUX Ubuntu Dublin Office Technical Support DR, PCI
lin1.private.us.orionam.com  LINUX RedHat R&D Technical Support PRODUCTION
el 74.ucc.ie LINUX RedHat R&D Technical Support TEST
cuc075.ucc.ie LINLIX RedHat R&D Technical Support TEST
Machine System Type Version Department Line of Business Environment
nova.ucc.ie PCI Fedora Core 6 Dublin Office Hardware PRODUCTION
teller1 PCI Fedora Core 6 Dublin Office Hardware PRODUCTION
taller? PrT | Fednra Care /A Nuiklin Nffire Harrware PRONIICTTOM :

The Company Details tab gives an overview of the information stored in the excel file.
Select the Model View tab to see the data laid out in a graphical format with the connections between each of the dimensions.
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The model view in Gander is dynamic and lets you move around the icons on the screen.

This will aid the auditor in visibly seeing the interactions between different dimensions of the business.

We have several enhancements to this GUI planned for 2008 (you will be able to visually edit the data from here).
If you have any suggestions for enhancements you would lilke please feel free to email us.



To select the items to be audited use the tree in the panel on the left to navigate and select the components you want.
As you select items , Gander updates the tree as it is intelligent enough to know what other dimensions it overlaps with.



For PCI DSS audits select the areas that are covered by PCI mandates.



Select the PCI DSS questions that are relevant for each of the areas as not all PCI DSS might be relevant for each item.
When finished with selection select NEXT on the top right of the screen to move to step 2.



The items selected for audit should be greyed out.
If you are ready to proceed with the audit press the green arrow on the top left to begin the audit.



Gander will pop up a dialog box on the screen so you can scroll through the questions for each PCI item you selected (tellerl).
Update the answer using the Yes/No/NA/Request Follow Up answers.
When finished answering all the questions, select the finish button on the bottom right of the dialog box.
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To select the excel report option press the green X option on the report menu.

The excel report is generated in the reports folder of the installation directory.
There is a shortcut to this folder in the windows Start menu .

The reports are sorted by date.

Press ok to close the dialog box.

Use excel to access the report.
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To select the html report option press the green globe option on the report menu.

The html reports are stored in the reports directory of the installation directory.
Press ok to close the dialog box and you will be taken directly to the html report.

You can use the shortcut in the Start menu or your browser or windows explorer to access the folder on your hard
disk for later viewing .
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To select the PCI systems report option select the PCI option on the report menu.
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Only those items that roll up under the PCI heading will be selected.
Select the item you wish to see the report on.
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Scroll down through the report to see the report the PCI item selected.

14



O

To select a Baseline report select the B on the report menu.

>

Use the Select Baseline Option to select which system serves as the baseline comparison you want to run the audit repgg for.
The baseline system can be in a different geography, test environment, line of business, etc.



Select the other systems in the pane on the left that you want to compare against the baseline system
and press Select Systems for Comparison.
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The baseline report is generated in excel format and stored in the excel reports directory.
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The baseline report columns include the baseline and the other systems selected for comparison next to it.
Any systems that have a different configuration to the baseline system are highlighted with shading.
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The date column needs to be reformatted as per the above example in order for the dates to appear correctly.
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Date column formatted correctly.
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When you select an Oracle database for example you need to supply enough detail for Gander to connect to it.
The password is always asked for interactively as Gander does not store the password.
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When Gander has finished with querying the Oracle database for the relevant audit data it will send a result back to the screen.
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Example of Oracle database audit report in excel.
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